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. Introduction

Background & Overview (MSU, DSU & TSU)
Five Phases of Research Security Implementation
Introduction to the Framework

Evaluation of Artificial Intelligence Tool for
Research Security Oversight

Takeaways

Question & Answers
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Presenter Notes
Presentation Notes
“Let me begin by grounding us in who Morgan State University is.”
Location “Morgan State University is located in Baltimore, Maryland — an anchor institution with deep community, state, and national impact.”
Faculty & Students “We are a growing R1‑aspirational institution with approximately 800 (to be confirmed)+ faculty and over 9,000 students across undergraduate, graduate, and doctoral programs.”
Academic Programs “Morgan offers more than 140 academic programs, spanning STEM, health sciences, business, education, social sciences, and the arts — with expanding doctoral and research‑intensive offerings.”
Reputation “Reputationally, Morgan is known as:
Maryland’s Preeminent Public Urban Research University
A leading HBCU with strong STEM pipelines
A national leader in engineering, transportation, cybersecurity, and urban research
A university deeply committed to access, equity, and community‑centered innovation.”
Research Security & Compliance Overview
“Morgan’s research enterprise has grown rapidly, which means our research security and compliance infrastructure has had to evolve just as quickly. We manage compliance across:
Federal Cost Principles
Research integrity
Export controls
Conflict of interest
Data security
Human subjects and animal care
Sponsored programs oversight This growth has required intentional capacity‑building and system development.”
Research Expenditures & Primary Funders
“Our research expenditures continue to rise, supported by major federal agencies including:
NIH
NSF
DoD
NASA
Department of Education
DOT
State of Maryland
And a growing portfolio of private foundations and industry partners.”
Research Compliance & Administration Office Facts
“Our research administration and compliance ecosystem includes:
The Office of Research Administration (ORA)
Research Compliance (IRB, IACUC, COI, export controls)
Restricted Funds Accounting
Research Development
Technology Transfer & Innovation
And school‑based research support units Together, these units support proposal development, award management, compliance oversight, and research security.”
Research Aspirational Goal
Morgan’s long‑term research aspiration is clear: Achieve R1 (Very High Research Activity) designation while building a research enterprise that is secure, compliant, and resilient. This requires intentional infrastructure — not just growth in awards, but growth in systems, people, and knowledge preservation.
With that foundation on Morgan State University, it’s now my pleasure to transition to Dr. Keyshawn Moncrieffe, who will guide us through an overview of Infrastructural Gaps & Challenges at Morgan State University.
(Keyshawn) Infrastructural Gaps & Challenges  

Manual research compliance operations 1.5 FTE for all research compliance program 
 No standard operating procedures
Fragmented FCOI processes
No foreign influence & foreign travel oversight 
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Presentation Notes
“Let me begin by grounding us in who Morgan State University is.”
Location “Morgan State University is located in Baltimore, Maryland — an anchor institution with deep community, state, and national impact.”
Faculty & Students “We are a growing R1‑aspirational institution with approximately 800 (to be confirmed)+ faculty and over 9,000 students across undergraduate, graduate, and doctoral programs.”
Academic Programs “Morgan offers more than 140 academic programs, spanning STEM, health sciences, business, education, social sciences, and the arts — with expanding doctoral and research‑intensive offerings.”
Reputation “Reputationally, Morgan is known as:
Maryland’s Preeminent Public Urban Research University
A leading HBCU with strong STEM pipelines
A national leader in engineering, transportation, cybersecurity, and urban research
A university deeply committed to access, equity, and community‑centered innovation.”
Research Security & Compliance Overview
“Morgan’s research enterprise has grown rapidly, which means our research security and compliance infrastructure has had to evolve just as quickly. We manage compliance across:
Federal Cost Principles
Research integrity
Export controls
Conflict of interest
Data security
Human subjects and animal care
Sponsored programs oversight This growth has required intentional capacity‑building and system development.”
Research Expenditures & Primary Funders
“Our research expenditures continue to rise, supported by major federal agencies including:
NIH
NSF
DoD
NASA
Department of Education
DOT
State of Maryland
And a growing portfolio of private foundations and industry partners.”
Research Compliance & Administration Office Facts
“Our research administration and compliance ecosystem includes:
The Office of Research Administration (ORA)
Research Compliance (IRB, IACUC, COI, export controls)
Restricted Funds Accounting
Research Development
Technology Transfer & Innovation
And school‑based research support units Together, these units support proposal development, award management, compliance oversight, and research security.”
Research Aspirational Goal
Morgan’s long‑term research aspiration is clear: Achieve R1 (Very High Research Activity) designation while building a research enterprise that is secure, compliant, and resilient. This requires intentional infrastructure — not just growth in awards, but growth in systems, people, and knowledge preservation.
With that foundation on Morgan State University, it’s now my pleasure to transition to Dr. Keyshawn Moncrieffe, who will guide us through an overview of Infrastructural Gaps & Challenges at Morgan State University.
(Keyshawn) Infrastructural Gaps & Challenges  

Manual research compliance operations 1.5 FTE for all research compliance program 
 No standard operating procedures
Fragmented FCOI processes
No foreign influence & foreign travel oversight 
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Presenter Notes
Presentation Notes
Leadership, Faculty  and Staff
Stakeholders
Training 
Transparency 
DSU enjoys a long history as one of America’s Historically Black Colleges and Universities (HBCUs). Founded in 1891 as the State College for Colored Students, DSU is proud of our heritage as one of the country’s first land-grant educational institutions. Today, we’re a welcome center of learning for students from many backgrounds. Our current population includes a 62% African-American enrollment and an increasing number of Caucasian, Hispanic, Asian and other international students.
 
Location: Delaware State University is located in Dover, Delaware
Amount of Faculty: 200 members across 17 departments
Amount of Students: 6,623 students as of Fall 2025
Amount of Educational Programs: There are more than 60 academic pathways. 46 undergraduate, 9 associates, 26 Master and 7 doctoral across four colleges such as liberal arts, agriculture, sciences, business and health sciences with many programs accredited by national agencies.
Known for:
 
DSU is consistently ranked as one of the top 10 public HBCU’s in the U.S. and is noted for being a top producer of diverse graduates
 
The university is known for its research particularly in optics (OSCAR facility)air quality, biology, and agricultural sciences with funding from NASA, NIH and the NSF
 
Affordable Education
 
Research security and compliance overview-being stages of establishing a Research Security office for issues such as international travel compliance, export controls
 
DSU is working towards gaining an R1 status
 
Delaware State University (DSU) has demonstrated significant research growth, often exceeding $60 million in annual research-related activity (grants, contracts) as it works toward R1 status. Primary extramural funding comes from federal agencies, including the NIH, NSF, NASA, DoD, DOE, and the Thurgood Marshall College Fund. 
 
And our equestrian team
 
 
Infrastructural Gaps & Challenges

Lack of qualified 
Investment in IT systems that can assist with management of research project, including financials, and specifically to 
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Presenter Notes
Presentation Notes
TSU BACKGROUND & OVERVIEW 
Founded in 1927, Texas Southern University is one of the nation’s oldest public HBCUs and a historically significant institution born out of the fight for equitable access to higher education.
Institutional Profile: Urban public HBCU in Houston; ~8,000–9,000 students and ~600–650 faculty 
Academic Scope: 100+ degree programs including Pharmacy, Law, Business, Engineering, Science, and Public Affairs 
Reputation: Strengths in pharmacy and health sciences, law, urban affairs, and workforce‑aligned education 
Research Portfolio: Tens of millions in annual research expenditures funded by NIH, NSF, DoD, DOE, state agencies, and foundations 
Research Security & Compliance: Centralized sponsored programs with distributed IRB, IACUC, COI, and export control functions; capacity scaling is ongoing
Institutional Goal: Expand extramural funding, strengthen research security and compliance infrastructure, and elevate national research competitiveness


(Assess the Current State)

1. The segmented FCOI 1. Research Security
Process training

2. Export Control Policy 2. Lack of faculty & staff
but limited procedural 3. Export Controls lack
oversight of procedure

3. Silos with DiT 4. Low knowledge of

4. Limited Foreign MFTRP

Travel Oversight



Presenter Notes
Presentation Notes
🔍 Phase 1: GAP ANALYSIS (Assess the Current State)
Objective: Identify where institutional practices fall short of federal and sponsor expectations
Core Domains to Assess
Cybersecurity & Data Protection (e.g., NIST 800-171 alignment)
Foreign Influence & Disclosure (MFTRP)
Export Controls
Financial Conflicts of Interest (FCOI)
Research Misconduct & Noncompliance
Training & Awareness (e.g., SECURE requirements)
Methods
Policy and SOP inventory review
Stakeholder interviews (PIs, ORA, IT, Legal)
Workflow mapping (pre-award → post-award)
Document review (disclosures, travel, subawards)
Output
Gap Analysis Matrix
Current State
Desired State
Gap Severity (High/Med/Low)
Responsible Office

Chanel 
Lack of Communication-Faulty and Staff have little trust in any Research Administrative Office
Department leadership hesitation 
Lack of processes in respect to international travel











(Operationalize Compliance)

1.Partnering with 1.Most impactful

internal audit & risk 2.Survey and rank
management to learn & what's most important
implement practices of 3.Work with all
developing risk scoring departments to

model or heat map understand current state

2. Based on risk
likelihood & impact



Presenter Notes
Presentation Notes
⚠️ Phase 2: RISK PRIORITIZATION (Focus Where It Matters Most)
Objective: Rank gaps based on institutional risk exposure
Risk Scoring Model
Score each gap across:
Regulatory Risk (federal penalties, funding impact)
Reputational Risk
Operational Impact
Likelihood of Occurrence
👉 Use a 1–5 scale → generate composite risk score
Risk Tiers
🔴 Tier 1 (High Risk): Immediate action (e.g., foreign influence gaps, export control failures)
🟡 Tier 2 (Moderate): Short-term remediation
🟢 Tier 3 (Low): Long-term optimization
Output
Institutional Risk Register
Heat map of priority areas
Chanel \
Work with Enterprise Risk Managemant to help me understand what all 
What would have the most impact if not compliant. Legal
   3      Survey and rank whats most important to present to Leadership
   4.      Work with all departments to understand plan to resolve current state




(Focus Where It Matters Most)

1. Current policies

1.policies are approved by the related to research

board of regents .

2.can only develop procedures security _

were none existed 2.Create at committee to

3. Inherit challenges when

introducing the idea to culture review and develop

not familiar w/ documenting policies and procedures
their steps

4. Mapped the procedures to 3. ROIeS_ and

the research security responsibilities
regulations (NSPM-33 &

others)



Presenter Notes
Presentation Notes
🛠️ Phase 3: POLICY & SOP DEVELOPMENT (Operationalize Compliance)
Objective: Translate risk into enforceable, standardized processes
Policy Development Principles
Align with:
NSPM-33
Federal sponsor requirements (NSF, NIH, DoD, DOE)
Ensure:
Clear roles/responsibilities
Defined workflows
Escalation pathways
SOP Structure (Standard Template)
Purpose & Scope
Regulatory Authority
Definitions
Roles & Responsibilities
Procedures (Step-by-Step)
Documentation Requirements
Compliance Monitoring
Priority SOPs to Implement
Foreign Travel & Risk Review
International Collaboration & Disclosure Review
Export Controls Screening & TCPs
Research Security Training Compliance
Incident Reporting & Escalation
Chanel 

Current policies related to research security
2.Create at committee to review and develop policies and procedures
3. Roles and responsibilities


Phase 4:IMPLEMENTATION & INTEGRATION

1.established cross 1.Ensure there is a diverse
functional committee of committee

faculty, budget officers, 2.Consistently have site
internal audit, risk that is updated on any

management & dit to meet

consistently to discuss policy changes and

resources

matters : .
2. Received best practice 3 Continue to worth with
advice & artifacts to use other universities to help
from mentoring partner develop best practices
UMBC & NSF SECURE

resources



Presenter Notes
Presentation Notes
🔄 Phase 4: IMPLEMENTATION & INTEGRATION
Objective: Embed compliance into daily operations
Key Actions
Integrate workflows into:
Pre-award and post-award processes
IRB / IACUC / Compliance systems
Launch training campaigns (role-based)
Establish cross-functional committees (ORC, ORA, IT, Legal)
Tools
Checklists and decision trees
Centralized compliance tracking system (or RISe model)
Standardized forms (travel, disclosures, risk attestations)

Chanel 
Ensure there is a diverse committee so ensure all employees are being represented. Builds trust and respect 
ct. 2.Consistently have site that is updated on any policy changes and resources 
3  Continue to work with other universities to help develop best practices
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Phase 5: MONITORING, AUDIT, & CONTINUOUS IMPROVEMENT

1.talked to key stakeholders
to inform eyes/ears oversight
s limited

2.develop compliance
champions in higher risk
stem depts

3. Create dashboards of
metrics & oversight
requirements related to
export controls, foreign travel
etc

1. Internal Auditing
yearly

2. Have mandatory

annual training

3. Develop a survey

which could give us
consistent
information.



Presenter Notes
Presentation Notes
📊 Phase 5: MONITORING, AUDIT, & CONTINUOUS IMPROVEMENT
Objective: Ensure sustainability and audit readiness
Monitoring Mechanisms
Post-approval monitoring (PAM)
Spot audits (target high-risk areas)
Annual compliance attestations
Metrics (KPIs)
% of faculty completing research security training
# of foreign travel reviews conducted
# of identified vs. resolved compliance gaps
Audit findings (trend analysis)
Feedback Loop
Update policies based on:
Audit findings
Federal updates
Institutional lessons learned



Al READINESS INTEGRATION MODEL (AIRM)

AWARENESS TRAINING

< N INFRASTRUCTURE
GOVERNANCE
CHANGE READINESS

Sivarajah, U., Irani, Z., Sivarajah, P., Gupta, S., & Kamal, M. M. (2025). Artificial intelligence integration readiness model (AIRM): A framework for effective
adoption in organizations. Journal of Responsible Technology, 14, 100123. https://doi.org/10.1016/j.jrt.2025.100123



Presenter Notes
Presentation Notes
AI Integration Readiness Model (AIRM). This model provides a structured approach for institutions to evaluate their preparedness for integrating AI into research operations. The AIRM framework is built around five foundational pillars:



ARTIFICIAL INTELLIGENCE FOR RESEARCH
SECURITY OVERSIGHT SUPPORT

Low-cost, tailored for

_ HBCU needs; higher
MORCAN RESEARCH INTEGRITY SUPPORT ENGINE internal maintenance

Y 7Y | e Custom / Open-Source Al:

@ MSU Research Integrity Security
Compliance Smart Assistant@

(7 Smart Assistant for Research Integrity, Compliance & Security Support

| am trained on the MSU Office of Research Compliance’s internal Standard Operating Procedures to help

you navigate institutional and federal research security guidance.

Signed in as Mana
ane Logout

[ Select a category:

All Categories ~

(=) What would you like me to help you with?

=) Try asking one of these:

What is the purpose of the Research Security Compliance Program SOP?



“Do the best
you can until
you know
better. Then
when you
know better,
do better.”

Maya Angelou

TAKEAWAYS

. Research institutions share common, structural

gaps that slow growth

. A strategic, repeatable framework accelerates

institutional readiness

. Innovative tools, including Al, strengthen long-

term research security capacity


Presenter Notes
Presentation Notes
We have presented: From Zero to Infrastructure — Comparative Lessons in Building Research Security Capacity.
And across this session, three core insights emerged:
1. Research institutions share common, structural gaps that slow security growth.
MSIs, HBCUs, and emerging research universities face similar challenges — limited staffing, fragmented processes, and underdeveloped security controls. These shared constraints make intentional, strategic capacity‑building not optional, but essential.
2. A strategic, repeatable framework accelerates institutional readiness.
Using a structured approach — gap analysis, risk prioritization, and policy/SOP development — enables institutions to align with federal research security expectations and build sustainable, auditable, and resilient compliance systems.
3. Innovative tools, including AI, strengthen long‑term research security capacity.
AI‑enabled strategies enhance workforce training, streamline operations, and support continuous improvement. These tools help institutions modernize their research security posture and scale capacity over time.
Our Charge to You
As you return to your home institution, reflect on how the framework and AI tools shared today can advance your own research security infrastructure. Consider mapping out:
1. Gap Analysis
Assess your current vs. desired state across compliance, security, staffing, systems, and internal controls.
2. Risk Prioritization
Rank vulnerabilities by impact, likelihood, and regulatory exposure to guide resource allocation and decision‑making.
3. AI Integration Readiness
Use the AI Integration Readiness Model (AIRM) to evaluate your institution’s preparedness for AI adoption in research operations.
Five Foundational Pillars of AIRM
Governance — Policies, oversight structures, ethical guidelines, and risk controls
Awareness — Understanding AI capabilities, limitations, and compliance implications
Change Readiness — Cultural and operational willingness to adopt AI‑enabled processes
Training — Workforce upskilling, credentialing, and competency development
Infrastructure — Secure systems, data governance, and technical capacity to support AI tools
We have shared a tool to support this work.
And as Maya Angelou reminds us:
“Do the best you can until you know better. Then when you know better, do better.”
Now you know.
Thank you.



TEXAS SOUTHERN, UNIVERSITY
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Vote of Thanks
On behalf of our team, I extend our sincere appreciation to the National Sponsored Programs Administrators Alliance (NSPAA) for the opportunity to share this session, From Zero to Infrastructure: Comparative Lessons in Building Research Security Capacity.
NSPAA continues to serve as a vital platform for collaboration, professional growth, and shared problem‑solving across HBCUs, MSIs, and emerging research institutions. We are grateful for your leadership and for the community you cultivate.
To all attendees — thank you for your engagement, your insights, and your commitment to strengthening research integrity, security, and compliance at your home institutions.  
Your presence here reflects the collective dedication required to build resilient, future‑ready research environments.
As we close, we invite your questions, reflections, and perspectives.
This is a shared journey, and your voice is an essential part of it.
Thank you. We now welcome your questions.
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