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Research Security

What is Research Security???
As stated by the NSPM-33 Implementation 
Guidance, research security is defined as 
“safeguarding the research enterprise
against the misappropriation of research 
and development to the detriment of 
national or economic security, related 
violations of research integrity, and foreign 
government interference.”
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Research Security Background Documents
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1. NSDD-189 – National Security Decision 
Directive 189 (NSDD-189) (Sep 1985)
 National Policy on the Transfer of Scientific, 

Technical, and Engineering Information
 NSDD-189 remains a cornerstone of the 

fundamental research enterprise, making a clear 
distinction between fundamental and classified 
research and stating that products of 
fundamental research should remain “remain 
unrestricted” to the “maximum extent
possible.”

NSDD-189 Link Click Here

https://irp.fas.org/offdocs/nsdd/nsdd-189.htm
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Research Security Background Documents

JASON Report Click Here NSF Response to JASON Report Click Here
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2. JASON/NSF – JASON Report on Fundamental Research 
Security (Dec 2019)
 “NSF charged JASON to produce an unclassified report that 

can be widely disseminated and discussed in the academic 
community, providing technical or other data about specific 
security concerns in a classified appendix.”

 Of the 6 questions NSF charged JASON to answer relevant to 
openness in fundamental research, principles of scientific 
openness, areas of fundamental research necessitating more 
control, controls on information, and best practices 
researchers can put in place, this report details “the results 
from the ensuing inquiry, discussions, and debates engaged 
with NSF, senior university administrators, the intelligence
community, law enforcement, and others.”

https://www.nsf.gov/news/special_reports/jasonsecurity/JSR-19-2IFundamentalResearchSecurity_12062019FINAL.pdf
https://www.nsf.gov/news/special_reports/jasonsecurity/NSF_response_JASON.pdf
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Research Security Background Documents

3. AAU/APLU/COGR – University Actions to Address 
Concerns about Security Threats and Undue Foreign 
Government Influence on Campus (May 2020)
 “APLU and AAU have previously identified and shared 

effective practices universities are employing to ensure 
the security of research, protect against intellectual 
property theft and academic espionage, and prevent 
actions or activities by foreign governments and/or 
other entities that seek to exert undue foreign 
government influence or infringe on core academic 
values (e.g. free speech, scientific integrity, etc.)...

AAU/APLU/COGR Report Click Here
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https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/2020-Effective-Science-Security-Practices-Summary.pdf
https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/2020-Effective-Science-Security-Practices-Summary.pdf
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Research Security Background Documents

3. AAU/APLU/COGR – University Actions to Address Concerns 
about Security Threats and Undue Foreign Government 
Influence on Campus (May 2020)
 Effective practices:

1. Awareness Building and Communications
2. Coordination, Training of Faculty and Students
3. Regular Interactions with Federal Security and Intelligence 

Agencies
4. Protection of Data and Cybersecurity
5. Protection of Intellectual Property and Use of Technology Control 

Plans
6. Review of Collaborations, Contracts, and Foreign Gifts
7. Reviewing, Updating, and Enforcing Conflict of Interest Policies
8. Foreign Travel Safeguards and Protections
9. International Visitors to Campus
10. Export Control Compliance

AAU/APLU/COGR Report Click Here
UNCLASSIFIED 7

https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/2020-Effective-Science-Security-Practices-Summary.pdf
https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/2020-Effective-Science-Security-Practices-Summary.pdf
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Research Security Background Documents

4. NSF – Webpage on NSTC Research Security Subcommittee,
NSPM-33 Implementation Guidance Disclosure Requirements 
& Standardization
 “The National Science and Technology Council (NSTC) Research 

Security Subcommittee has worked to develop consistent 
disclosure requirements for use by senior personnel, as well as to 
develop proposed common disclosure forms for the Biographical 
Sketch and Current and Pending (Other) Support sections of an 
application for Federal research and development (R&D) grants or 
cooperative agreements. NSF has agreed to serve as steward for 
these common forms as well as for posting and maintenance of 
the table entitled, NSPM-33 Implementation Guidance Pre- and 
Post-award Disclosures Relating to the Biographical Sketch and 
Current and Pending (Other) Support.” This website provides up- 
to-date information on disclosure requirements.

NSF Webpage on NSPM-33 Implementation Guidance Click Here
UNCLASSIFIED 8

https://www.nsf.gov/bfa/dias/policy/nstc_disclosure.jsp
https://www.nsf.gov/bfa/dias/policy/nstc_disclosure.jsp
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Research Security Background Documents

3. NSF – Webpage on NSTC Research Security Subcommittee, NSPM-33 
Implementation Guidance Disclosure Requirements & Standardization

NSF Webpage on NSPM-33 Implementation Guidance Click Here
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https://www.nsf.gov/bfa/dias/policy/nstc_disclosure.jsp
https://www.nsf.gov/bfa/dias/policy/nstc_disclosure.jsp
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Research Security Background Documents

5. COGR – Matrix of Science & Security Laws, Regulations, and Policies (Sep 
2022)
  “COGR has developed a comprehensive chart that summarizes and compares federal laws, 

regulations, and policies in the area of science and security. The chart is divided into three separate 
tabs that cover (a) major federal-wide legislation or policy (e.g., National Presidential Security 
Memorandum 33, CHIPS and Science Act of 2022); (b) agency disclosure requirements for 
researchers and research institutions; and (c) agency conflict of interest policies.

COGR Webpage Click Here
UNCLASSIFIED 14

https://www.cogr.edu/cogr-matrix-science-security-laws-regulations-and-policies
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International research collaboration can provide
valuable scientific breakthroughs….

….but some research can and will be targeted 
for information collection, exploitation and 
unwanted technology transfer
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Improper foreign influence in federally funded research

These are NOT cooperative R&D efforts:
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Tactical Aircraft Technology Decomposition Example
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Tactical Aircraft Technology Decomposition Example
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Tactical Aircraft Technology Decomposition Example
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SHAN SHI INSIDER THREAT CASE EXAMPLE
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How Does Technology Transfer by Insiders Work?
China Tech Transfer Vectors

 Multiple vectors used simultaneously to 
obtain key western technology identified in 
China’s Five Year Plans.

 Funded and supported by Chinese 
Government at all levels.

 Case Example shows five of these vectors in
action.
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INTRODUCTION
U.S. vs Shan Shi summary

 Sophisticated Chinese Government Economic Espionage

 Sought to steal critical U.S. syntactic foam manufacturing technology

 First economic espionage prosecution in District of Columbia

 7 individuals and 2 companies indicted

 4 guilty pleas and 1 trial conviction
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SYNTACTIC FOAM
Why Is It Important?

 Export-controlled: Provides key military and economic advantage

 Used in submarines, naval ships, and oil platforms

 $2-20 billion industry in oil and gas

 China cannot make high-quality syntactic foam

 Took victim company Trelleborg over 40 years and millions of dollars to develop

Cross-Section of Syntactic Foam
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CBMF, HEU, CSIC, CNOOC Contract

CHINA’S FIVE-YEAR PLANS
Why Does China Want Syntactic Foam?

 The 12th Five-Year Plan focuses on marine power

 Chinese Government Ministry of Information and Industry Technology (MIIT) names 
syntactic foam as a priority on “Made in 2025” list and sets aside $70M

 CSIC, CNOOC, Harbin Engineering University form China Buoyancy Materials  in 2013

 CBMF fails to create syntactic foam, HEU turns to economic espionage

CBMF Website
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CBMI in Houston

CBMF in China

THE SCHEME
Stealing the Formula from the United States

 CBMF hires Harbin professor Shan Shi in 2014

 Shi was also a professor at Texas A&M

 China Buoyancy Materials becomes Create Better Materials

 Shi incorporates CBMI in Houston and receives $3M from China

Shan Shi 
CBMI

President
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THE CONTRACT
Stealing the Formula from the United States

 CBMF Contract with Shi
Shi- Party A
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THOUSAND TALENTS
Stealing the Formula from the United States

 Shi’s Thousand Talents Application
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THEFT OF TRADE SECRETS
 Subjects create “targeting packages” of Trelleborg employees who work on

syntactic foam using LinkedIn, recruit two Trelleborg employees
 Steal numerous trade secrets on macrosphere production, despite strict 

access controls at the company

 Send trade secrets to CBMF, which still fails to make syntactic foam but 
copies a key sub-component: macrosphere technology

CBMF Testing Facility in China

Shan Shi
CBMI

President

Gang Liu
Victim Co.

Victim Co. Victim Co.Victim Co.

Huang Hui 
CBMF

Kui Bo Uka Uche Sam Ogoe JW Randall
CBMI VP

UNCLASSIFIED

UNCLASSIFIED



Shi’s Business Plan
 Shi offers to mass produce macrospheres for Trelleborg, using their 

own stolen technology.

 CBMF will offer joint venture to obtain rest of technology.

 CBMF will take over $20 billion industry.

 CBMF will supply both Chinese military and civilian entities.

 Subjects say: “U.S. company will exit industry.”

THE “BUSINESS PLAN”

Cross-Section of Syntactic Foam
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UNDERCOVER OP

 May 23, 2017 - Undercover operation

 Bid on Lockheed proposal

 Provided list of projects for PLA Navy

 Arrests after presentation

CBMF Testimonials for PLA Navy
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Outcome

Shan Shi 
Convicted at trial

JW Randall 
Pleaded Guilty

Uka Uche
Pleaded Guilty

Gang Liu 
Fugitive

Kui Bo 
Pleaded Guilty

Huang Hui 
Fugitive

UNCLASSIFIED

Sam Ogoe 
Pleaded Guilty
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Technology Transfer Central to China’s Development
“We should make use of  the intellectual resources of  
other countries… We should not be reluctant to spend 
money on recruiting foreigners… It is a matter of  
strategic im portance”

Deng Xiaoping, 1983

“In today’s world S&T innovation has become critical for 
increasing comprehensive national strength…whoever holds 
the key to S&T innovation will be able to preempt the rivals 
and win the advantage…

Xi Jinping, June 9, 2014
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Non-Traditional 
Collectors

• National Development and Reform Commission
• Five-Year Plans
• Medium- and Long-Term Science and Technology Development Plan
• 16 Major Projects

National 
Priorities

• Ministries
• Chinese Academy of Sciences
• State-Owned Enterprises

Industry and
Ministry Priorities

• Provincial and Municipal Governments

• 1000 Talents Program
• 863/973 Programs
• Torch PlanIncentives

• Non-monetary incentives

• Consular Officials, especially S&Ts
• Professional and Cultural Organizations
• Companies with Government Ties
• Delegation Visits
• Joint Ventures/Acquisitions

Facilitation Platforms

• Co-opted Employees
• Hired Talent Under Contract
• Reverse Engineering
• Cyber Exfiltration

Acquisition
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Current Situation
China’s Five-Year Plans For Worldwide Monopolies

UNCLASSIFIED

“The Chinese government is a company—disguised as a country--engaged in economic warfare.”
John Ferriorla, Chairman and CEO, Nucor Corp, The Wall Street Journal, October 17, 2017
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The Potential Cost
UNCLASSIFIED

UNCLASSIFIED

 We understand the Chinese Market is crucial but we want you to know that it will
not be on a level playing field:
• If your products are on the 13th Five Year Plan or Made in 2025 List, your company is a target
• The goal of the Chinese Government is to create “monopolies”, which means eventually they 

want your company out of business.
• The Chinese company you compete against or enter into a joint venture with has the full 

support  of  the  Chinese  Government  and  the  tools  of  its  security  services  and 
regulatory agencies at their disposal.

• The Chinese company you compete against will have financial backing from the Chinese 
Government and will not have to make a profit.
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Research Security Risk Analysis

1. Hoover Institution’s Global Engagement: Rethinking Risk in the Research
Enterprise (July 2020)

Global Engagement: Rethinking Risk in the Research Enterprise Webinar Link
UNCLASSIFIED 36

https://www.youtube.com/watch?v=Mz3bXRUfquA
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Global Engagement: Rethinking Risk in the Research Enterprise Link

Research Security Risk Analysis

1. Hoover Institution’s Global Engagement: Rethinking Risk in the Research
Enterprise (July 2020)

The Hoover Institution’s report Global 
Engagement: Rethinking Risk in the Research 
Enterprise documents collaborations 
between US and PRC scholars and research 
institutions that have directly contributed to 
the PRC’s military modernization and argues 
that new approaches to identifying and 
managing foreign engagement risk are 
urgently required. The report includes an 
integrated program of policy 
recommendations that aim to reconcile 
America’s commitment to open and 
globalized research with the imperative to 
safeguard US national security and economic 
competitiveness.

UNCLASSIFIED 37

https://www.hoover.org/sites/default/files/research/docs/tiffert_globalengagement_full_0818.pdf
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Research Security Best Practices/Recommended Actions

1. NSTC – Recommended Practices for Strengthening the Security and 
Integrity of America’s Science and Technology Research Enterprise (Jan 
2021)
 “This document was developed by the Subcommittee on Research 

Security, in coordination with the National Security Council staff, and 
was reviewed by JCORE [the Joint Committee on the Research 
Environment]. The document outlines recommended guidelines for 
organizations that conduct research.”

 The purpose of this document is to offer recommendations research 
organizations (e.g., universities, private companies, independent 
research institutes) can take to better protect the security and
integrity of America’s research enterprise.

 It serves as a complementary document to National Security
Presidential Memorandum 33 (NSPM-33)

NSTC Recommended Practices Click Here
UNCLASSIFIED 38

https://trumpwhitehouse.archives.gov/wp-content/uploads/2021/01/NSTC-Research-Security-Best-Practices-Jan2021.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2021/01/NSTC-Research-Security-Best-Practices-Jan2021.pdf
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Research Security Best Practices/Recommended Actions

1. NSTC – Recommended Practices for Strengthening the Security and 
Integrity of America’s Science and Technology Research Enterprise (Jan 
2021)
1. Convey the importance of research security and integrity at the

leadership level
2. Ensure an organizational approach to research security
3. Establish research security and integrity working groups and task 

forces
4. Establish and operate a comprehensive research security program
5. Establish and administer organizational policies regarding conflicts of 

interest, conflicts of commitment, and disclosure
6. Require disclosure to the organization of all information necessary to 

identify and assess potential conflicts of interest and commitment
7. Ensure compliance with Department of Homeland Security 

requirements for reporting foreign students and foreign researcher 
information.

NSTC Recommended Practices Click Here
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https://trumpwhitehouse.archives.gov/wp-content/uploads/2021/01/NSTC-Research-Security-Best-Practices-Jan2021.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2021/01/NSTC-Research-Security-Best-Practices-Jan2021.pdf
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Research Security Best Practices/Recommended Actions

1. NSTC – Recommended Practices for Strengthening the Security and Integrity
of America’s Science and Technology Research Enterprise (Jan 2021) (cont’d)

8. Establish policies regarding digital persistent identifiers
9. Ensure compliance with requirements for reporting foreign gifts and

contracts
10. Provide training to participants in the research enterprise on the 

responsible conduct of research
11. Provide guidance for those considering participation in foreign

government-sponsored talent recruitment programs
12. Partner with local FBI field offices to strengthen research security
13. Increase awareness of and protections against circumstances and 

behaviors that may indicate risk to research security and integrity
14. Share information regarding potential violations of disclosure policies
15. Establish and exercise effective means of discovering violations of 

disclosure policies and other activities that threaten research security and 
integrity

NSTC Recommended Practices Click Here
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https://trumpwhitehouse.archives.gov/wp-content/uploads/2021/01/NSTC-Research-Security-Best-Practices-Jan2021.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2021/01/NSTC-Research-Security-Best-Practices-Jan2021.pdf
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Research Security Best Practices/Recommended Actions

1. NSTC – Recommended Practices for Strengthening the Security and 
Integrity of America’s Science and Technology Research Enterprise (Jan 
2021) (cont’d)
16. Ensure appropriate and effective consequences for violation of

disclosure requirements and engagement in other activities that 
threaten research security and integrity

17. Include in employment agreements provisions that support research 
security and integrity

18. Establish a centralized review and approval process for evaluating 
formal research partnerships.

19. Establish and operate a risk-based security process for foreign travel 
review and guidance.

20. Managing potential risks associated with foreign visitors and visiting
scholars

21. Establish and maintain effective data security measures

NSTC Recommended Practices Click Here
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https://trumpwhitehouse.archives.gov/wp-content/uploads/2021/01/NSTC-Research-Security-Best-Practices-Jan2021.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2021/01/NSTC-Research-Security-Best-Practices-Jan2021.pdf
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NCSC Research Security Website
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Research Security Resources

1. The National Counterintelligence and Security Center (NCSC) 
Research Security Website

https://www.dni.gov/index.php/safeguarding-science/research-security
https://www.dni.gov/index.php/safeguarding-science/research-security
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Research Security Resources

2. National Science Foundation (NSF) Research Security Website

NSF Research Security Website
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https://www.dni.gov/index.php/safeguarding-science/research-security
https://www.dni.gov/index.php/safeguarding-science/research-security
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Research Security Resources

3. Academic Security and Counter-Exploitation (ASCE) Program Website

ASCE Website
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https://asce.tamus.edu/
https://asce.tamus.edu/
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Research Security Resources

3. Academic Security and Counter-Exploitation (ASCE) Program Website

ASCE Website
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https://asce.tamus.edu/
https://asce.tamus.edu/
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Research Security Resources

3. ASCE Media Summary Website

ASCE Media Summary Website
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https://asce.tamus.edu/media-summary/
https://asce.tamus.edu/media-summary/
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Research Security Resources

3. ASCE Media Summary Website

ASCE Media Summary Website
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https://asce.tamus.edu/media-summary/
https://asce.tamus.edu/media-summary/


UNCLASSIFIED

FBI China: The Risk to Academia
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Research Security Resources

4. FBI China: The Risk to Academia

https://www.fbi.gov/file-repository/china-risk-to-academia-2019.pdf/view
https://www.fbi.gov/file-repository/china-risk-to-academia-2019.pdf/view


Grant Fraud Risks
Department of Energy Office of Inspector General



Grant 
Fraud 
Risks

Conflicts 
of 

Interest

Theft

False
Statements

12



Some of the Many Common Grant Terms and Conditions 
and Other Promises

Use award funds as promised
Have and maintain an adequate accounting system





 Comply with civil rights and environmental laws
 Comply with cost share agreements
 Disclose foreign influence and other current and pending

support
 Have and enforce conflict of interest policies and disclosure 

requirements

Have and follow a procurement process

 Maintain and make books and records available for audit 
and inspection

 Accurately calculate and apply indirect cost rates
 Abide by the Buy America Act and Davis Bacon Act
 Follow the grantor agency financial and programmatic 

guides

 Not earn or keep a profit

 Comply with the Single Audit Act

 Notify grantor of changes in key personnel
 Conduct and document background checks on employees 

and volunteers

 Honor intellectual property rights

 Follow human and animal research protocols

 Obey research misconduct reporting obligations

 File financial and narrative progress reports as required

 Properly award and monitor subawards

 Submit reimbursement / draw down claims for only
allowable, allocable, and reasonable costs

Comply with mandatory disclosure rules

 Follow salary cap policies



 Comply with “Never Contract with the Enemy” provisions



2 CFR § 200.113
Mandatory 
Disclosures “The non-Federal entity or applicant for

52

a Federal award must disclose, in a timely
manner, in writing to the Federal awarding
agency or pass-through entity all violations of
Federal criminal law involving fraud, bribery, or
gratuity violations potentially affecting
the Federal award”
Failure to make required disclosures can 
result in suspension and debarment or other 
administrative actions.

Source: 5 CFR Part 200.113

https://www.govinfo.gov/app/details/CFR-2014-title2-vol1/CFR-2014-title2-vol1-sec200-113


Red Flags of Potential Grant Fraud

53
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 Complaints or tips from other funding agencies, recipient employees, ex- 
employees, competing recipients, or others.

 Poor or nonexistent recipient internal controls.

 Evidence of undisclosed related party transactions.

 Illogical or unsupported use of consultants or other vendors.

 Anticompetitive practices by suppliers and other vendors.

 Recipients who are unresponsive to requests for supporting documentation 
or other information, or who appear to not be making expected 
programmatic progress.



Red Flags of Potential Grant Fraud
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 Illogical draw down patterns.

 Significant findings in a Single Audit Act, OIG, or other audit report.

 Anomalies or other information related to the integrity of a recipient
employee or recipient agency.

 High turnover of recipient programmatic or financial staff.

 Inconsistent or inaccurate financial reports or narrative progress reports or 
updates.

 Recipients that lack the capacity, knowledge, or background to properly 
manage funds or their programs.



What Can You Do to Help?

Be alert for indicators of potential fraud, waste, and 
abuse.

Exercise professional skepticism. Document andfollow- 
up on anomalies and red flags.
Communicate any concerns about potential fraud, waste,
and abuse with the OIG.

55
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Reporting Suspected Fraud, Waste or Abuse:
Phone: (800) 541-1625 or (202) 586-4073

Email: ighotline@hq.doe.gov

Postal Mail: U.S. Department of Energy 
Office of Inspector General
ATTN: Hotline
1000 Independence Avenue, SW
Mail Stop 5A-235
Washington, DC 20585

IG Hotline Website

https://www.energy.gov/ig/ig-hotline

56
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mailto:ighotline@hq.doe.gov
https://www.energy.gov/ig/ig-hotline


Fraud 
Awareness 
Briefings • The OIG is available to help educate 

DOE program staff, grantees and 
other stakeholders about grant 
fraud, contract fraud, and other 
compliance risks.

• Fraud prevention and early 
detection are key in saving taxpayer 
dollars and maximizing the 
likelihood of program success.

57



Fraud Risks
Ken Dieffenbach
Deputy Assistant Inspector General for Investigations
Department of Energy Office of Inspector General



Reference 
Slides and 
Case Examples
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Inducement Fraud
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Two individuals were each sentenced to over 13
years in prison related to a conspiracy to submit
research grant proposals using the stolen identities
of real people to create false endorsements. The 
subjects also lied about their facilities, costs, the 
principal investigator on some of the projects, and 
other matters. Several agencies, including DOE were 
victims.
(Source: Press Release, U.S. Attorney’s Office, Middle District of Florida, September 11, 2015)

https://www.justice.gov/usao-mdfl/pr/scientists-sentenced-prison-defrauding-small-business-innovation-research-program


Overlapping Funding

The University of California paid a $499,700 civil
settlement to resolve allegations that it failed to
disclose duplicative and overlapping funding
from NSF and DOE awards and submitted 
progress reports to DOE which outlined work 
accomplished using NSF funds, among other 
allegations.

(Source: Press Release, U.S. Attorney’s Office, Eastern District of California, December 11, 2014)
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https://www.justice.gov/usao-edca/pr/regents-university-california-pay-half-million-dollars-resolve-allegations-false


Sub Award Self Dealing / Corruption
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(Source: Press Release, U.S. Attorney’s Office, Eastern District of Virginia, August 12, 2011)

An elected state official directed a federal grant
subaward to a university while also separately
negotiating with the university for a job to run
the newly created program. He was sentenced to
114 months incarceration for bribery and 
extortion.

https://www.justice.gov/archive/usao/vae/news/2011/08/20110812hamiltonnr.html


Theft

(Source: DOE OIG Semiannual Report for period ending September 30, 2020 Page 31)
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A former manager at an Illinois Community Action
Agency stole over $300,000 of DOE weatherization
funding by submitting fraudulent invoices . The
manager then diverted the funds for personal use. 
He was sentenced to 41 months imprisonment, 
ordered to pay $431,828 in restitution, and was 
debarred for 3 years.

https://www.energy.gov/ig/downloads/semiannual-report-congress-april-1-2020-september-30-2020


Organizational Self Dealing

64
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(Source: Press Release, U.S. Attorney’s Office, Northern District of Alabama, June 17, 2016)

Several individuals diverted federal grant funds
intended for nonprofit public health services to
for-profit entities controlled by the conspirators.
One individual was sentenced to 18 years in prison 
and ordered to pay $13.5 Million in restitution.

https://www.justice.gov/usao-ndal/pr/former-non-profit-health-clinics-ceo-sentenced-18-years-funneling-millions-grant-money


Research Security

The Van Andel Research Institute paid a $5.5 M.

65
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civil settlement to resolve allegations that in a 
December 2018 letter, they made certain factual 
representations to HHS with deliberate ignorance or 
reckless disregard for the truth regarding foreign 
influence matters.

(Source: Press Release, U.S. Attorney’s Office, Western District of Michigan, December 19, 2019)

https://www.justice.gov/usao-wdmi/pr/2019_1219_VARI
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My Contact Information

Counterintelligence Officer (CIO) Eric Schweser (CTR) 
Email: eric.schweser@srs.gov
Phone: 803-507-0419

DOE Office of Intelligence and Counterintelligence 
Savannah River Field Office
Aiken, SC

OSTP NSPM 33 Email: ResearchSecurity@ostp.eop.gov

mailto:eric.schweser@srs.gov
mailto:ResearchSecurity@ostp.eop.gov
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Questions/Discussion


	Research Security and Integrity
	1. Research Security Background
	Slide Number 3
	1.	NSDD-189 – National Security Decision Directive 189 (NSDD-189) (Sep 1985)
	2.	JASON/NSF – JASON Report on Fundamental Research Security (Dec 2019)
	3.	AAU/APLU/COGR – University Actions to Address Concerns about Security Threats and Undue Foreign Government Influence on Campus (May 2020)
	3.	AAU/APLU/COGR – University Actions to Address Concerns about Security Threats and Undue Foreign Government Influence on Campus (May 2020)
	4.	NSF – Webpage on NSTC Research Security Subcommittee, NSPM-33 Implementation Guidance Disclosure Requirements & Standardization
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	International research collaboration can provide
valuable scientific breakthroughs….
	Improper foreign influence in federally funded research
	Tactical Aircraft Technology Decomposition Example
	Tactical Aircraft Technology Decomposition Example
	Tactical Aircraft Technology Decomposition Example
	SHAN SHI INSIDER THREAT CASE EXAMPLE
	How Does Technology Transfer by Insiders Work?
	Slide Number 22
	SYNTACTIC FOAM
	Slide Number 24
	Slide Number 25
	THE CONTRACT
	THOUSAND TALENTS
	THEFT OF TRADE SECRETS
	THE “BUSINESS PLAN”
	UNDERCOVER OP
	Outcome
	Technology Transfer Central to China’s Development
	Non-Traditional Collectors
	Current Situation
	The Potential Cost
	1.	Hoover Institution’s Global Engagement: Rethinking Risk in the Research
Enterprise (July 2020)
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	3.	ASCE Media Summary Website
	4.	FBI China: The Risk to Academia
	Grant Fraud Risks
	Grant Fraud Risks
	Some of the Many Common Grant Terms and	Conditions and Other Promises
	2 CFR § 200.113
Mandatory Disclosures
	Red Flags of Potential Grant Fraud
	Red Flags of Potential Grant Fraud
	Slide Number 55
	Reporting Suspected Fraud, Waste or Abuse:
	Fraud Awareness Briefings
	Fraud Risks
	Reference Slides and Case Examples
	Two individuals were each sentenced to over 13
	The University of California paid a $499,700 civil
	An elected state official
	A former manager at an Illinois Community Action
	Several individuals
	The Van Andel Research Institute paid a $5.5 M.
	Counterintelligence Officer (CIO) Eric Schweser (CTR) Email: eric.schweser@srs.gov
Phone: 803-507-0419
	Questions/Discussion

